
 

Finance Privacy Notice 

Introduction:  

The Royal College of Surgeons of Edinburgh (RCSEd) is committed to protecting your personal data in 
accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 
2018. This Notice explains how and why we collect, use, and protect your personal information when 
you enter into a contract of employment, donate or pay for a service.  

Who We Are: 

The department operates under the Royal College of Surgeons of Edinburgh, which is the data 
controller responsible for processing your data.  

Data Controller: Royal College of Surgeons of Edinburgh  
Registered with the Information Commissioner’s Office (ICO), Reg. No. Z5806303  
Email: dataprotection@rcsed.ac.uk 

To read our full Privacy Policy please visit: Privacy Policy | RCSEd 

Legal Basis for Processing:  

We process your personal data under one or more of the following legal bases:  

• Consent: When you provide clear, informed permission (e.g. marketing emails). You can 
withdraw your consent at any time.   

• Contract: When processing is necessary to fulfil a service, you requested.   
• Legal obligation: To meet our statutory and regulatory duties  
• Legitimate interest: To manage operations and improve services (balanced with your rights). 

We’re collecting or using your information because it benefits you, our organisation or 
someone else, without causing an undue risk of harm to anyone. 

 

What Information We Collect:  

Categories   Data Types   Reasoning/Additional 
information   

Identity Data  ID information including:  

• Name(s) 
• Date of birth  
• National Insurance number  

  

• Contract    

Contact Data  • Name(s) 
• Address 
• Telephone number/mobile 

number  

• Contract  
 

mailto:dataprotection@rcsed.ac.uk
https://www.rcsed.ac.uk/legal-stuff/privacy-policy


 

• Personal email address  

Career/Professional    • Job role  

• Employment contract (start and 
leave dates, salary, changes to 
employment contract or working 
patterns)  

• Time spent working (timesheets, 
clocking in or out) 

• Leave (sick leave, holiday or 
special leave)   

• Legal obligation 

Transactional/Finance 
Data  

• Maternity, paternity, shared 
parental and adoption leave and 
pay  

• Pension details  

• Bank account details  

• Payroll records  

• Tax status 

• Expenses, overtime or other 
payments claimed  

• Legal obligation  
 

 

  

 How We Collect Your Information:  

• Directly from you   

• Pension administrators or government departments – e.g. HMRC and Department of Work 
and Pensions (DWP)  

Sharing Your Information:   

• Your data will to be shared with HMRC for Income Tax and National Insurance purposes and 
to comply with our legal obligations.  
 

• Your data will be shared with the College’s employee benefits schemes as part of the 
College’s contractual obligations.  
 

• Your data will be shared with pension schemes, to support the financial administration and 
payments made to individuals, as well as to comply with legal obligations.  

• Your data will be shared with third-party payroll service providers; to support financial 
administration as well as payments made to individuals.  



 

• Your data may be shared with external auditors to comply with legal and statutory reporting 
requirements.  

Please check the privacy policies of the relevant third-party providers, details of which can be 
provided on request, to fully understand how they will process your data. 

 

Legal Basis for Processing:  

We process your personal data under one or more of the following legal bases:  

• Consent: When you provide clear, informed permission (e.g. marketing emails)  
• Contract: When processing is necessary to fulfil a service you requested  
• Legal obligation: To meet our statutory and regulatory duties  
• Legitimate interest: To manage operations and improve services (balanced with your 

rights).  

Special category data (e.g. health) is processed only with explicit consent under Article 9(2)(a) UK 
GDPR or where necessary for significant public interest under Article 9(2)(g). 

 

How We Use Your Information:  

We use your personal information to:  

• Manage salary and pensions for staff  
• Protect against fraud   
• Administer the repayment of debts   
• To meet legislative statutory, contractual and audit requirements  
• Maintain accurate and up-to-date records   

 

Retention of Your Data:  

Financial records must be kept for at least seven years after the transactions they cover are 
completed, according to legal requirements. Financial records are kept electronically and as a hard 
copy, electronic records will be converted into hard copy if required by auditors or authorised 
personnel. 

 

Your Rights:  

You have rights under data protection law, including to:  

• Access your data  
• Correct inaccurate data  
• Request erasure (where legally permissible)  
• Restrict or object to processing  



 

• Withdraw consent at any time (where processing is based on consent)  
• Lodge a complaint with the ICO (www.ico.org.uk)  

To exercise these rights, contact: dataprotection@rcsed.ac.uk 

 

Security of Your Data:  

We take appropriate technical and organisational measures to secure your data, including:  

• Secure servers and encrypted storage  
• Access controls and staff confidentiality training. 
• Secure offsite storage.  

 

Data Protection Impact Assessments (DPIAs):  

Where new or high-risk processing is planned, we undertake DPIAs to assess and mitigate privacy 
risks in accordance with UK GDPR guidance. 

 

Changes to This Notice:  

This notice is reviewed regularly and may be updated. The latest version will always be available on 
our website. 

Last Updated: November 2025  
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