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Exam Candidate Privacy Notice
Introduction:

The Royal College of Surgeons of Edinburgh (RCSEd) is committed to protecting your personal data in
accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act
2018. This notice explains how and why we collect, use and protect your personal information to
facilitate the delivery and processing of RCSEd examinations.

Who Are We:

The examination department operates under the Royal College of Surgeons of Edinburgh, which is
the data controller responsible for processing your data.

Data Controller: Royal College of Surgeons of Edinburgh
Registered with the Information Commissioner’s Office (ICO), Reg. No. Z5806303
Email: dataprotection@rcsed.ac.uk

To read our full Privacy Policy please visit: Privacy Policy | RCSEd

Legal Basis for Processing:
We process your personal data under one or more of the following legal bases:

e Consent: When you provide clear, informed permission (e.g. marketing emails). You can
withdraw your consent at any time.

e Contract: When processing is necessary to fulfil a service, you requested.

e Legal obligation: To meet our statutory and regulatory duties

e Legitimate interest: To manage operations and improve services (balanced with your rights).
We're collecting or using your information because it benefits you, our organisation or
someone else, without causing an undue risk of harm to anyone.

What Information We Collect:

Categories Data Types Reasoning/Additional
information
Identity Data ID information including your e Contract

name, previous hames, marital
status, title, date of birth and
regulatory or national
identifiers (e.g. GMC/GDC
numbers or national training
number).

For some exams we require a

Photo and a Photocopy of
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Photographic Formal
Identification

Contact Data Postal address, contact email e Contract -
address and phone numbers
including details about your
place of work including hospital
address and corresponding NHS
Trust.

e Legitimate interests —
e Contact you about your o
. Maintaining an
examination entry and o
examination database

results
and corresponding
e seek your views or with candidates in
comments on the respect of their
services we provide examinations.

e notify you of changes
to our services

e Consent: We offer the

e sendyou ability to consent to
communications which receiving your
you have requested examinations results

i bile ph i
e handle an enquiry, via mobile phone via

. SMS. In these cases,
complaint or appeal

we will use your
you have made 4

contact information,
with your consent.

Career/Professional e Career Grade and e Contract
Deanery

e Information relating to
your university of
primary medical or
dental degree.

e Training history/
Summary of Operative
Experience
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e Structured References
e  Curriculum Vitae

e Examination history,
including any previous
examination results
with the RCSEd or
Sister Colleges

We also collect information on
courses/events you may have
attended with RCSEd.

Transactional/Finance Data Details for any purchases for e Contract
services and examinations
made.

Communications Data What we learn about you from e Consent

letters, emails, and
conversations between us
including details of your
interactions with us.

Special Category Data/ Equality e Racial or ethnic origin e Consent
Monitoring Information
e Gender
e Health data *To enable the College to carry

. ) out its obligations to monitor
e Sexual orientation o
equal opportunities.

e Criminal convictions data . )
'The RCSEd will only use this

¢ Nationality information to assess your
application and ensure that
any resulting reasonable
adjustments are made.

e Reasonable adjustments [Under the RCSEd Reasonable
adjustments notice you may
opt or be required to disclose
information related to your
health. This may include
reports from specialists or
medical certificates.
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Publicly Available Data

Details about you that are publicly
available, such as on Regulatory
Body lists, Companies House or
elsewhere on the internet.

Marketing and Consent Data

Details about your preferences in
receiving marketing
communications from us and our
third parties and

Any permissions, consents or
preferences that you give us

You may opt-out of this at any
time by following the
instructions in the marketing
communication that you
receive, by setting your
preferences in your profile, or
by contacting us. You may
choose not to allow RCSEd to
use your information like this
in the first place by checking
the appropriate box when
providing your information on
your initial registration.

Use of CCTV

If you visit our physical buildings in
Edinburgh or Birmingham, the
RCSEd may collect CCTV footage
about you.

\Where we run events or exams in
a third-party venue, that third-
party venue would be the data
controller of that footage. If you
wish to access this data, please
contact
dataprotection@rcsed.ac.uk, who

will be able to manage the
request.

As part of our commitment to
providing the best possible service
to its members and constituents,
we may also monitor, and record
telephone calls initiated and
answered in our offices.

e Legitimate interest
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How We Collect Your Information:

e Directly from you - You are required to create and maintain an active RCSEd user account
through which we will collect and use your personal information as part of your examination
application, using online forms. For some examinations you may still be required to submit
paper forms or paper copies of your supporting documents.

e Organisations that we work with in delivering membership services such as Royal Colleges or
Universities with whom we work and collaborate with.

e Publicly available resources, such as General Medical Council, General Dental Council, or
other relevant professional bodies NHS Trust and Health Board websites and Companies
House.

e From CCTV or event footage.

Legal Basis for Processing:
We process your personal data under one or more of the following legal bases:

e Consent: When you provide clear, informed permission (e.g. marketing emails)

e Contract: When processing is necessary to fulfil a service, you requested

e Legal obligation: To meet our statutory and regulatory duties

e Legitimate interest: To manage operations and improve services (balanced with your rights).

Special category data (e.g. health) is processed only with explicit consent under Article 9(2)(a) UK
GDPR or where necessary for significant public interest under Article 9(2)(g).

How We Use Your Data:
We use your personal information to:

e Deliver our services, such as deliver examinations, process results, and award qualifications
to successful candidates and provide products and meet our legal responsibilities as a
membership organisation, charity and awarding body, including preventing and detecting
crime, fraud, or corruption.

e Update you on courses, events, activities, services which we deem may be relevant to you or
the examination you apply for.

e Verify your identity as part of our contractual and legal obligations.

e Understand your needs as a candidate how they may be met including collating data to allow
analysis and evaluation regarding the equality and fairness of our service provision and
offerings.

e Maintain our database and associated candidate records and ensure we can contact you by
post, email, or telephone.

® Process financial transactions related to your examination or course fees and any other
services you purchase from us.

e Update you on professional issues relevant to your examination.
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Sharing Your Information:

We will on occasion share a reasonable amount of personal data with third parties in order to carry
out its activities. We will only share the minimal amount of data necessary for the agreed purposes
and will use and continue to develop robust data sharing agreements with the said third parties. We
never sell your personal data.

e We share information and in some cases responsibility for Data Protection with
intercollegiate bodies and committees known as ‘Sister Colleges’ including The Royal College
of Surgeons of England, The Royal College of Physicians and Surgeons of Glasgow, and the
Royal College of Surgeons in Ireland. RCSEd remain the data controller.

e We may also disclose your personal information or share information with relevant with UK
or International regulatory bodies and/ or your employer should the College deem it to in
the public interest or in the interests of patient safety. We believe that we have a legitimate
interest to do so.

e  We will collate and use candidate and examination data in an anonymous way to track
membership trends, for governance, strategic and operational purposes and to make
informed strategic decisions.

e If you are registered or anticipate being registered with the GMC or GDC then your personal
data, including data about your exam results, will be passed to the GMC for quality assurance
and research purposes and to facilitate the awarding of certificates of completion of training
(CCTs). In addition, for the purposes of checking eligibility, results data is shared between the
four Surgical Royal Colleges of the United Kingdom and in Ireland via the ICBSE.

Please check the privacy policies of the relevant third-party providers to fully understand how they
will process your data.

We may, depending on your geographical location, share or transfer information with our Malaysian
subsidiary, RCSEd Malaysia Sdn. Bhd for the purpose of carrying out RCSEd activities within the
ASEAN region. Such transfers are carried out with appropriate safeguards (secure transfers and
formal agreements in place) to ensure that your personal data is adequately protected in accordance
with applicable data protection law, and in particular Article 46 of the UK GDPR and the EU GDPR.

Retention of Your Data:

We will keep your personal data for no longer than is necessary to fulfil the purposes for which it was
collected and to satisfy any legal, regulatory, accounting or reporting requirements. We regularly
review our data retention schedules and apply secure disposal methods when data is no longer
needed. Contact us if you wish to see the retention schedule.
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Your Rights:

You have rights under data protection law, including to:

® Access your data

e Correct inaccurate data

® Request erasure (where legally permissible)

e Restrict or object to processing

e Withdraw consent at any time (where processing is based on consent)

e Lodge a complaint with the ICO (www.ico.org.uk)

To exercise these rights, contact: dataprotection@rcsed.ac.uk

Security of Your Data:
We take appropriate technical and organisational measures to secure your data, including:

e Secure servers and encrypted storage

e Access controls and staff confidentiality training.

The transmission of information via the internet is not completely secure. Although RCSEd will do its
best to protect your personal data, it cannot guarantee the security of your data transmitted to or
from RCSEd Website(s) via the internet.

Data Protection Impact Assessments (DPIAs):

Where new or high-risk processing is planned, we undertake DPIAs to assess and mitigate privacy
risks in accordance with UK GDPR guidance.

Changes to This Notice:

This notice is reviewed regularly and may be updated. The latest version will always be available on
our website.

Last Updated: November 2025
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